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Introduction
The advent of social media has led to many individuals using social networking sites such as Facebook, twitter, blogs, YouTube and on-line forums in the same way as they would have done previously “in the pub” after work.  What would have been private conversations are now in the public domain for all to see, including employers.  The growth in social networks has led to a spate of cases in the Employment Tribunals where workers have been dismissed either for using social network sites during working hours or because of what they have posted on their social networking site. 
At the same time employers are encouraging workers to use social media networks either as a way of keeping in touch with peripatetic workers or where workers are allowed to work more flexibly.  Often disciplinary action as a consequence of the use of social media networking in the workplace arises as a consequence of bad management or poor policies which workers are not aware of. 

This briefing sets out the law in relation to social media networks and the rights of workers and duties on employers. We focus on three key areas where social networking issues arise:

1. Recruitment;

2. Monitoring in the workplace;

3. Right to private life and freedom of expression.

Recruitment

The Data Protection Act 1998 applies to recruitment and selection procedures and as such personal data must be processed fairly and lawfully.  This means applicants must know if pre-employment information is being gathered about them and how the employer intends to use it, bearing in mind, the obligation to process personal data fairly and lawfully.  
Can employers visit social network sites in order to vet candidates?

There are two potential issues for employers if they do
1. Trawling social net working sites for information about potential applicants in either recruitment or promotion procedures is unlikely to satisfy the  obligation on an employer under the Data Protection Act 1998.  In particular, information gathered from social networking sites is likely to be both irrelevant and unreliable.   It is unlikely to be necessary to trawl the social networking sites in order to ascertain the performance of a potential candidate’s ability to carry out a job where there is a formal application process which already requests this information.  Where the application process allows an employer to gather information about a candidates interests, past history and any potential health and safety issues including any adjustments necessary to be carried out by the employer where a potential applicant may have a disability, there is no justifiable need to undertake any form of “pre-employment research”.  
2. Trawling for information about candidates on social networking sites which could lead to the discovery of personal information related to a protected characteristic (i.e. age, disability, gender re-assignment, maternity and pregnancy, marriage and civil partnership, race, religion or belief, sex and sexual orientation) may leave employers open to claims of discrimination where a candidate has subsequently been rejected. 

To protect themselves,  workers should ensure that they apply security settings to any social networking site that they use so that only those who are invited to do so have access to private information which they would not want their employers to read. Even then workers need to bear in mind the limited protection this will provide. 
Workers should also ensure that information they disclose on application forms is true and correct.  If information comes to light say in relation to past criminal convictions workers may find themselves in a difficult situation notwithstanding any human rights arguments (see below). 
Can Employers carry out Monitoring of Workers in the Workplace?

Regulation 3 of the Regulation of Investigatory Powers Act 2000 allows monitoring of individuals without consent in order to investigate or detect the unauthorised use of the private telecommunication system.  This could include monitoring workers use of the email and Internet as well as telephone calls. However, the employer cannot read or record calls that are obviously private unless there is an exceptional reason for doing so.
The Telecommunications (Lawful Business Practice) (Inception of Communications) Regulations 2000 provides that covert monitoring, i.e. when the staff have not been informed that they are being monitored – is not permitted except in exceptional circumstances such as investigating criminal activity.
The DPA does not prevent monitoring in the workplace, however, the Employment Practice Data Protection Code dictates the parameters in which it can be done.   In particular, the Code provides that employers engaging in monitoring activity should : 

· Show that there is a good reason for monitoring an employee (s);

· Consider alternative approaches which may be more acceptable to workers;

· Ensure workers know they are being monitored and why;

· Only use the information obtained through monitoring for the purpose for which it is carried out.

The Code also contains clear guidance emphasising that covert monitoring of workers should be limited.  It states that covert monitoring “can rarely be justified” and should not be carried out unless authorised at the highest level.  It should not be used where the employer has suspicions without evidence and should only be limited to periods during a specific investigation. 

Although the Code is not binding, it does provide evidence as to whether or not the employer has complied with its obligations under the Data Protection Act.  Where workers are requested to give consent to the employer having access to their social media networks, they should draw the employer’s attention to the Data Protection Act 1998 and advise that they consider this amounts to monitoring of their private life and, as such, infringes on their human rights (see below).

What about the Worker’s Right to Private Life?
Workers often believe that monitoring in the workplace and trawling of their social media networks by the employer amounts to invasion of their human rights and is therefore unlawful.  However this is not necessarily the case.
Human rights considerations mainly fall into two categories namely:

i.
The right to privacy under Article 8 of the European Convention of Human Rights under the Human Rights Act 1998 which provides the right to respect for private and family life, home and correspondence.

ii.
The right to freedom of expression under Article 10 which provides for the right to exchange ideas without interference by a public body.
Often the right to privacy argument is used when:

i. Workers are disciplined or dismissed as a result of comments they have made about the employer, colleagues or customers on social networking sites and this comes to the employers attention.  
ii. When workers post pictures on a blog, Facebook etc and the employer uses these to discipline or dismiss the worker; and

iii. When workers are accessing social networking sites during work time.

The employer’s duties and the rights are addressed in relation to each of these below.

Dismissal or discipline following comments made on a social network site
Comments about the employer

Although it can be argued that the employee is entitled to make comments about the employer under both Article 8 and Article 10, as these are qualified rights, it is open for an employer to argue that trawling social networking sites is in the interests of protecting the health, morals, rights and freedoms of others and as such is justified.  Relying on this, employers often argue that comments made by an employee have damaged their reputation (i.e. the rights and freedoms of others). 
However, Tribunals have held that where the employer relies on damage to their reputation, they should first carry out an assessment as to the impact of the employee’s conduct on their reputation before making any decision to dismiss.  In particular, in the case of Whitham v Club 24 Case No:  1810462/10  an Employment Tribunal held that an employee who posted comments on Facebook saying “I think I work in a nursery and I do not mean working with plants” had been unfairly dismissed, on the basis that the comments were mild and there was no evidence of actual or likely harm to the employer’s relationship with its key clients.

Similarly, the employer should also take into account any mitigating factors such as an employee’s previous disciplinary record and whether or not they have been, or are, subject to pressure or stress at work.

Comments about work colleagues

Where comments are made about colleagues the employer is likely to argue that any disciplinary action or decision to dismiss based on comments which an employee has posted onto a social networking site has caused damage to their reputation.   In addition, the employer may argue that comments posted about colleagues on social networking sites amounts to harassment.
Harassment occurs where a person is subject to conduct  related to a particular characteristic  (age, disability, sex, race, sexual orientation, religion, etc) which has the purpose or effect of creating an offensive, humiliating and/or degrading working environment.  In the case of Teggart v Teletech UK Ltd, a Northern Ireland Industrial Tribunal held that the employee had not been unfairly dismissed when he had posted derogatory comments about a colleague on Facebook.  Similarly, an employee may also be able to claim that they have been subject to harassment by way of comments on the social networking sites even though the comments were not directed at them.  This may apply if the employee  considers that the comments create an offensive working environment for them and it is reasonable for them to hold that view (as was the case in Moonsar v Fiveways Express Transport Ltd).
Comments about customers and clients

Workers should resist at all costs making comments about employer’s customers.  This is because the employer is likely to succeed in arguing that comments about customers have caused damage to the employer’s reputation.  In the case of Preece  v  JD Wetherspoons Plc Case No:  2104806/10 an employee who was subject to a torrent of abuse and physical threats from a group of customers was held to have been fairly dismissed when she posted several negative comments about those customers on Facebook.  In light of this case, workers who are subject to offensive comments from customers should raise this as a grievance or complaint with the employer and should not retaliate by posting equally offensive comments on their social network site.

Pictures Posted on Social Network Sites

There are two risks to workers who post pictures on social network sites.  The first arises where pictures are taken during horseplay at work which identify the employer.  In that case, it is likely that an employer will succeed in arguing that their reputation has been damaged and that, therefore, any disciplinary action or dismissal is not unreasonable.

In other cases, pictures posted on websites may undermine a worker’s position at work.  For example, if there are pictures posted on the website showing a worker signed off sick with a back injury, who is then seen on the website engaging in activities that are not consistent with their injury such as bungee jumping and climbing ladders.

In that case, the employer is likely to successfully argue that they did not act unreasonably in dismissing an employee, having accessed their Facebook site or blog after being informed of what was on their face book site, on the basis that this is in the interests of the protection of the morals, rights and freedoms of others.  Essentially, fraud will have been committed where an employee is claiming sick pay for an alleged injury which does not support a claim for sick pay.

Use of Social Network Sites whilst at work
Workers dismissed for accessing social network sites may well be fairly dismissed if they act in breach of the employer’s policy as the dismissal will be on grounds of conduct where an employee has breached the employer’s policies.  However, where the employer does not have a policy and/or it has not been made clear to the employee that they should not access the Intranet during working hours or in a case where they have been encouraged to maintain links with clients or customers through the Intranet (such as Linked-In), an employer may well be held to have acted unreasonably in dismissing an employee on these grounds.
Conclusion

It is clear that the law does not prevent workers from being disciplined or dismissed where employers have access to social networking sites and they happen across posts or tweets that arguably adversely affects their reputation.  It is also important to remember that even if the employer does not have access to worker’s social network sites the employer may be informed of comments by so-called friends which could still result in disciplinary action being taken.   

Whilst it is possible to argue that the employee’s human rights, in relation to the right to privacy and the right to freedom of expression, have been infringed, employers are likely to succeed in justifying this where they can demonstrate that there has been damage to their reputation.   

Set out below is a summary of the employer’s and employee’s duties which have evolved as a consequence of the increasing case law concerning workers who have been subject to disciplinary and dismissal proceedings where the employer has either accessed or been shown information from a worker’s social networking site.

Employers
· Should have jointly negotiated social media policy;

· The social policy should make clear when workers have access to the Intranet and for what purpose;

· The employer should act reasonably before dismissing an employee who has posted comments on the website.  Whether or not the employer acts reasonably will depend on whether they have carried out an investigation, have evidence that there has been damage to the employer’s reputation.

· Employers should act consistently when applying the social networking policy.

Workers
· Should familiarise themselves with the employer’s social media policy;

· Should ensure that all posts or comments about work do not identify colleagues or employers;

· Should not rely on their human rights as a defence;

· Should provide evidence of mitigation that shows either stress or pressure at work when faced with disciplinary dismissal proceedings in circumstances such as these;

· Should not make derogatory comments about workers, work colleagues or customers where they can be identified.
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